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Abstract: Big Data is the massive information from various sources that can be analyzed and is 
characterized by data growing in dimensions. It can be applied in the field of public health. The 
application of Big Data in the public health domain would affect the whole population, especially in 
this era of global public health. Meanwhile, there are challenges in implementing Big Data in public 
health surveillance. Therefore, there must be appropriate governance frameworks and regulations in the 
use of Big Data to ensure the safe storage and use of personal data. The government plays an important 
role in it. In this paper, the application of Big Data in Public Health field is been discussed with both 
the advantages and challenges. In the end of the paper, the countermeasures and suggestions are also 
given as references for further study. 

1. Introduction 
Big Data is the massive information from various sources that can be analyzed and is characterized 

by data growing in dimensions including volume, velocity, and variety, surpassing traditionally used 
amounts of storage (Laney et al.). When coupled with artificial intelligence algorithms, the information 
can be used for decision making and prediction of the future (Benke and Benke). Big Data can be 
applied in the field of public health, which is the “art or science of preventing disease, prolonging life, 
and promoting health and efficiency through organized community effort” (Winslow). Public health 
surveillance is an essential tool in public health to understand the burden in healthcare and to inform 
actions to offer better overall health to the community (“Surveillance Strategies for Improvement”). 
This is a growing field in healthcare that would rely largely on the Big Data and technology of AI 
(Thiébaut et al.). 

2. The Application of Big Data 
The population can be benefited in many ways through the advance of technology. This could 

include better population health from surveillance with sources like social media that can collect 
massive amounts of information, and thus enable events like seasonal flu and epidemics to be better 
tracked and contained to ensure the well-being of more people (Strachan). With the implementation of 
Big Data in healthcare facilities, there would be improvements in the consistency of care (Strachan). 
For example, the comparison in medical imaging with the technology of Big Data would increase the 
precision in treatment and diagnosis, which would be more reliable than depending on the experience 
of a physician, and this is very likely to benefit the population on an individual level (Hulsen et al.). 
Also, uses of Big Data would benefit the research field, where diseases could be better studied with 
large samples and data collected from variable sources and would benefit many people from more 
information on health-related issues (Hulsen et al.). 

A case of using Big Data for surveillance purposes is the use of contact tracing applications on 
mobile during the COVID-19 pandemic. Companies including Google and Apple have launched 
contact tracing software, which uses Bluetooth signals to connect with other users. The information of 
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contact would be sent to local health facilities if the individual tests positive, which acts as a 
surveillance tool for detecting cases of COVID-19 (Graham). Experts have positive attitudes toward the 
use of such applications, suggesting that this tool would help prevent the spread of the virus and save 
lives (Perrigo). Although government officials have stated that the applications would de-identify 
personal information and the data would be deleted if the software is deleted, it is still hard to build 
trust in the public while there has been a history of the data breach (Perrigo). As there are larger 
volumes of data, a single breach could expose a massive amount of information, which has occurred in 
the past (Groot). Also, there is a question about whether such tools for surveillance should be coercion. 
While the use of such technology can potentially provide information to preserve public health and stop 
the spread of the virus, it is questionable whether the government can force people to share their data 
for the public good (Lanzing). 

Previously, the common practice for analysis and storage of patient information used physical or 
typed data, and in 2003, electronic health records first started to be put into use (Laney et al.). 
According to the CDC, the modernization of implementing informatics into the surveillance system 
started in 2014, with strategies such as encouraging the use of electronic reporting and statistical 
systems (“Surveillance and Data Strategy - Notable Milestones”). Later in 2015 and 2016, there was 
the development of using open data and enhancement in cloud-based platforms in data analysis and 
storage, which helped in identifying health threats as well as monitoring (“Surveillance and Data 
Strategy - Notable Milestones”). In 2018, new strategies have been proposed in emphasizing the use of 
data from non-traditional sources, the use of new technologies, and communication among different 
stakeholders (“Improving Disease Surveillance”). Current researches on surveillance focus on areas 
including mobile health, social media, and population health, with the discussion of Big Data and new 
technologies such as artificial intelligence (Gamache et al.).  The characteristics of Big Data allow the 
implication into the public health domain, including the high volume of data, the high velocity which 
allows computation and communication, and also highly variable as the data is collected from various 
sources (Fig 1), such as from traditional electronic health records as well as from search engine data 
(“Healthcare Big Data and the Promise of Value-Based Care”). 

 
Fig.1 Sources of Big Data in Health Care 

Machine learning is a technology that is vital in the application of Big Data in public health. With 
the massive amount of data, machine learning can help researchers analyze the existing data (M Bublitz 
et al.). The benefit of using such technology has already been shown in many cases, such as that AI 
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algorithms can extract useful information from noise efficiently, which helps in providing integrated 
information for public health (Brownstein et al.). 

As the sources of data used in surveillance are expanding, social media has become a source that is 
believed to contribute to public health greatly in the future. There can be many applications with the 
data from population-based sources, including communication surveillance and situational awareness; 
for epidemiologic monitoring, data from social media can be used to detect disease and analyze the 
pattern of the disease using artificially intelligent algorithms(Fung et al.). 

3. The Impact of Big Data in Public Health 
3.1 The Advantages 

While Big Data is still a new field in public health, it is suggested that information from computer 
chips on objects such as cars, watches, and other common objects might be better implemented with an 
internet connection, which can generate large amounts of health-related data that can be used in 
surveillance (Laney et al.). This “Internet of Things” is believed to contribute to public health 
surveillance in monitoring the spread of disease as well as individual health status (Laney et al.). The 
potential advantages also include real-time and continuous acquisition of patient information, which 
can support the monitoring and tracking of diseases like chronic illness (Meinert et al.). 

The application of Big Data in the public health domain would affect the whole population, 
especially in this era of global public health. The new technology would likely improve the overall 
health in low- and middle-income countries, where there is currently a need for good information 
feedback mechanisms in the public health domain (Wyber et al.). With Big Data, there might be more 
access to health information from sources like mobile devices, which could stimulate better coverage of 
surveillance and improve the overall quality of health surveillance (Wyber et al.). 

An important issue related to the use of health records and Big Data is The Health Insurance 
Portability and Accountability Act (HIPAA), which was first established on August 21, 1996 (“HIPAA 
History”). This act was first introduced to improve the accountability of health coverage through 
approaches including promoting the use of medical savings accounts (“HIPAA History”). Throughout 
history, there have been major additions to this act related to securing health information. The Privacy 
and Security Rules were introduced in 2006, where officials including the Department of Health and 
Human Services and the Department's Office for Civil Rights were given the right to enforce the rules 
(“HIPAA History”). In 2009, the Health Information Technology for Economic and Clinical Health 
Act (HITECH) was established as an extension of the HIPAA with the goal of implementing the use of 
Electronic Health Records in healthcare (“HIPAA History”). This included incentivizing protection of 
data of patient’s personal data and reporting of data breaches, and the act was also applied to third party 
suppliers to the healthcare industry (“HIPAA History”).  In 2013, there was the implementation of The 
Final Omnibus Rule, which cleared up the uncertainties in the previous amendments, taking into 
account technological advances such as data collection from mobile devices (“HIPAA History”). 
Although the HIPAA has been amended several times, there are still grey areas regarding which 
organizations are covered entities, which could still cause problems in the use of data, especially in the 
era of Big Data (“What Is a HIPAA-Covered Entity?”). According to the Department of Health and 
Human Services, the use of data for public health purposes would be allowed without authorization to 
public health authorities, while the HIPAA regulation is still relevant in preventing the breach of 
personal information of patients (“Public Health”). 

3.2 The Challenges 
There are challenges in implementing Big Data in public health surveillance. One of the challenges 

is fragmentation. This is when data is not able to communicate with each other, which prevents the 
integration of Big Data to provide useful information. This might be caused by different forms of 
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storage and data used by different stakeholders, which suggests the need for global standardization and 
consensus to provide a better platform for Big Data (Agrawal and Prabakaran). Data ownership and 
sharing are also a challenge, and this leads to the lack of regulation to manage the data which can also 
cause problems in data sharing (Agrawal and Prabakaran). Regarding data collection from population-
based sources, there might be challenges in ensuring the quality of information collected, and it also is 
hard to obtain data with high reliability since the authors online cannot be identified (Moorhead et al.). 

The debate around the issue of using Big Data in public health surveillance is around ethical 
considerations. Even though regulations like HIPAA have been established, there are still concerns 
about the privacy and security of data due to the grey areas in regulating the use of personal 
information. The concerns of privacy include if personal data would be collected without being 
acknowledged when using online tools, whether personal data is de-identified sufficiently, and whether 
the data would be used properly in ethical research (Mooney and Pejaver). One example of the debate 
can be seen in a study by Facebook where the company manipulated the news feed and measured the 
mood change in different groups of the population (Meyer). This used Big Data and the research was 
on the populational level, and the users agreed to the term of use, which gave the company access to 
their information (Hu). This has led to debates over the ethical issues, including whether informed 
consent would be necessary for such a study. Some suggest that this study is appropriate from the 
regulation perspective, and the study itself serves the purpose of science and beneficence; others 
disagree with the collection of personal data for research purposes even though it was mentioned in the 
term of use (Meyer). This might also be an ethical issue related to the collection of data for surveillance 
in public health. 

4. Conclusion and Countermeasures 
There must be appropriate governance frameworks and regulations in the use of Big Data to ensure 

the safe storage and use of personal data, and close monitoring would also be required (Wyber et al.). 
This can be a barrier for implementing Big Data related technologies in low- and middle-income 
countries, where there might be poor infrastructure preventing them from having the ability to best 
ensure the confidentiality and privacy of data, leading to ethical questions (Wyber et al.). 

In the future, the stakeholders for Big Data in healthcare would likely include not just the healthcare 
system, but also other entities that can provide related services, such as businesses and development 
agencies (Vayena et al.). Policies would be needed to provide clear guidelines about the exchange of 
data and to ensure the dynamic relationships (Fig 2) among all the stakeholders involved (Vayena et 
al.). There also need to be regulations to prevent the misuse of personal data, and issues including to 
what extent can personal lives be monitored for the greater good and the line between preserving public 
health and personal freedom need to be addressed (Vayena et al.). 
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Fig.2 Dynamic Relationships in Health Data 

Despite the researches have shown a promising future in public health surveillance with the aid of 
Big Data, clear regulations with consideration on ethics would be needed in implementing on a large 
scale in the field of global surveillance (Choi). 
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